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CVE CVE-2023-40225
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2023-08-10 21:15:00 UTC
Updated 2023-08-18 20:03:00 UTC

Description HAProxy through 2.0.32, 2.1.x and 2.2.x through 2.2.30, 2.3.x and 2.4.x through 2.4.23, 2.5.x and 2.6.x before 2.6.15, 2.7.x
i

/

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Haproxy Haproxy All All All All
Application Haproxy Haproxy All All All All
Application Haproxy Haproxy All All All All
Application Haproxy Haproxy All All All All

References
Reference Source
HAProxy forwards malformed empty Content-Length headers, in violation of RFC 9110 - Issue #2237 - haproxy/haproxy - GitHub ~ MISC
www.haproxy.org/download/2.8/src/CHANGELOG MISC
CWE - CWE-436: Interpretation Conflict (4.8) MISC
www.haproxy.org/download/2.6/src/CHANGELOG MISC
BUG/MAJOR: http: reject any empty content-length header value - haproxy/haproxy@6492f1f - GitHub MISC
www.haproxy.org/download/2.7/src/CHANGELOG MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2023-40225/mitre
https://cve.report/CVE-2023-40225/nist
https://cve.report/CVE-2023-40225/cve_org
https://cve.report/CVE-2023-40225.pdf
http://cve.report/vendor/haproxy
http://cve.report/software/haproxy/haproxy
http://cve.report/vendor/haproxy
http://cve.report/software/haproxy/haproxy
http://cve.report/vendor/haproxy
http://cve.report/software/haproxy/haproxy
http://cve.report/vendor/haproxy
http://cve.report/software/haproxy/haproxy
https://github.com/haproxy/haproxy/issues/2237
https://www.haproxy.org/download/2.8/src/CHANGELOG
https://cwe.mitre.org/data/definitions/436.html
https://www.haproxy.org/download/2.6/src/CHANGELOG
https://github.com/haproxy/haproxy/commit/6492f1f29d738457ea9f382aca54537f35f9d856
https://www.haproxy.org/download/2.7/src/CHANGELOG
https://www.cve.org/CVERecord?id=CVE-2023-40225
https://nvd.nist.gov/vuln/detail/CVE-2023-40225

Legacy QID Mappings

161397 Oracle Enterprise Linux Security Update for haproxy (ELSA-2024-1142)

199664 Ubuntu Security Notification for HAProxy Vulnerability (USN-6294-1)

199671 Ubuntu Security Notification for HAProxy Vulnerability (USN-6294-2)

242545 Red Hat OpenShift Container Platform 4.13 Security Update (RHSA-2023:7606)
242578 Red Hat OpenShift Container Platform 4.14 Security Update (RHSA-2023:7473)
242714 Red Hat OpenShift Container Platform 4.12 Security Update (RHSA-2024:0200)
242752 Red Hat OpenShift Container Platform 4.11 Security Update (RHSA-2024:0308)
243015 Red Hat Update for haproxy (RHSA-2024:1089)

243020 Red Hat Update for haproxy (RHSA-2024:1142)

355867 Amazon Linux Security Advisory for haproxy : ALAS2023-2023-293

356291 Amazon Linux Security Advisory for haproxy2 : ALASHAPROXY2-2023-007
356507 Amazon Linux Security Advisory for haproxy2 : ALAS2HAPROXY2-2023-007
6000407 Debian Security Update for haproxy (DSA 5590-1)

673332 EulerOS Security Update for haproxy (EulerOS-SA-2023-3215)

673416 EulerOS Security Update for haproxy (EulerOS-SA-2023-2878)

673488 EulerOS Security Update for haproxy (EulerOS-SA-2023-3008)

673656 EulerOS Security Update for haproxy (EulerOS-SA-2023-3031)

673671 EulerOS Security Update for haproxy (EulerOS-SA-2023-3180)

673904 EulerOS Security Update for haproxy (EulerOS-SA-2023-2897)

770218 Red Hat OpenShift Container Platform 4.13 Security Update (RHSA-2023:7606)
770220 Red Hat OpenShift Container Platform 4.14 Security Update (RHSA-2023:7473)
770223 Red Hat OpenShift Container Platform 4.12 Security Update (RHSA-2024:0200)
770226 Red Hat OpenShift Container Platform 4.11 Security Update (RHSA-2024:0308)

941615 AlmalLinux Security Update for haproxy (ALSA-2024:1142)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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