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Summary

CVE CVE-2023-40239

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-01 11:15:00 UTC

Updated 2023-09-07 16:26:00 UTC

Description Certain Lexmark devices (such as CS310) before 2023-08-25 allow XXE attacks, leading to information disclosure. The fixed firmware version is LW80.*.P246, i.e., '*' indicates that the full version specification varies across product model family, but firmware level P246 (or higher) is required to remediate the vulnerability.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lexmark C2132 - All All All

Operating System Lexmark C2132 Firmware All All All All

Hardware Lexmark Cs310 - All All All

Operating System Lexmark Cs310 Firmware All All All All

Hardware Lexmark Cs317 - All All All

Operating System Lexmark Cs317 Firmware All All All All

Hardware Lexmark Cs410 - All All All

Operating System Lexmark Cs410 Firmware All All All All

Hardware Lexmark Cs417 - All All All

Operating System Lexmark Cs417 Firmware All All All All

Hardware Lexmark Cs510 - All All All

Operating System Lexmark Cs510 Firmware All All All All

Hardware Lexmark Cs517 - All All All

Operating System Lexmark Cs517 Firmware All All All All

Hardware Lexmark Cx310 - All All All

Operating System Lexmark Cx310 Firmware All All All All

Hardware Lexmark Cx317 - All All All
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Hardware Lexmark Cx317 - All All All

Operating System Lexmark Cx317 Firmware All All All All

Hardware Lexmark Cx410 - All All All

Operating System Lexmark Cx410 Firmware All All All All

Hardware Lexmark Cx417 - All All All

Operating System Lexmark Cx417 Firmware All All All All

Hardware Lexmark Cx510 - All All All

Operating System Lexmark Cx510 Firmware All All All All

Hardware Lexmark Cx517 - All All All

Operating System Lexmark Cx517 Firmware All All All All

Hardware Lexmark M1140 - All All All

Hardware Lexmark M1140 - All All All

Operating System Lexmark M1140 Firmware All All All All

Operating System Lexmark M1140 Firmware All All All All

Hardware Lexmark M1145 - All All All

Operating System Lexmark M1145 Firmware All All All All

Hardware Lexmark M3150de - All All All

Operating System Lexmark M3150de Firmware All All All All

Hardware Lexmark M3150dn - All All All

Operating System Lexmark M3150dn Firmware All All All All

Hardware Lexmark M5155 - All All All

Operating System Lexmark M5155 Firmware All All All All

Hardware Lexmark M5163de - All All All

Operating System Lexmark M5163de Firmware All All All All

Hardware Lexmark M5163dn - All All All

Operating System Lexmark M5163dn Firmware All All All All

Hardware Lexmark M5170 - All All All

Operating System Lexmark M5170 Firmware All All All All

Hardware Lexmark Ms310 - All All All

Operating System Lexmark Ms310 Firmware All All All All

Hardware Lexmark Ms312 - All All All

Operating System Lexmark Ms312 Firmware All All All All

Hardware Lexmark Ms315 - All All All

Operating System Lexmark Ms315 Firmware All All All All

Hardware Lexmark Ms317 - All All All

Operating System Lexmark Ms317 Firmware All All All All
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Hardware Lexmark Ms410 - All All All

Operating System Lexmark Ms410 Firmware All All All All

Hardware Lexmark Ms415 - All All All

Operating System Lexmark Ms415 Firmware All All All All

Hardware Lexmark Ms417 - All All All

Operating System Lexmark Ms417 Firmware All All All All

Hardware Lexmark Ms510 - All All All

Operating System Lexmark Ms510 Firmware All All All All

Hardware Lexmark Ms517 - All All All

Operating System Lexmark Ms517 Firmware All All All All

Hardware Lexmark Ms610de - All All All

Operating System Lexmark Ms610de Firmware All All All All

Hardware Lexmark Ms610dn - All All All

Operating System Lexmark Ms610dn Firmware All All All All

Hardware Lexmark Ms617 - All All All

Operating System Lexmark Ms617 Firmware All All All All

Hardware Lexmark Ms710 - All All All

Operating System Lexmark Ms710 Firmware All All All All

Hardware Lexmark Ms711 - All All All

Operating System Lexmark Ms711 Firmware All All All All

Hardware Lexmark Ms810de - All All All

Operating System Lexmark Ms810de Firmware All All All All

Hardware Lexmark Ms810dn - All All All

Operating System Lexmark Ms810dn Firmware All All All All

Hardware Lexmark Ms811 - All All All

Operating System Lexmark Ms811 Firmware All All All All

Hardware Lexmark Ms812de - All All All

Operating System Lexmark Ms812de Firmware All All All All

Hardware Lexmark Ms812dn - All All All

Operating System Lexmark Ms812dn Firmware All All All All

Hardware Lexmark Ms817 - All All All

Operating System Lexmark Ms817 Firmware All All All All

Hardware Lexmark Ms818 - All All All

Operating System Lexmark Ms818 Firmware All All All All

Hardware Lexmark Ms911 - All All All

Operating System Lexmark Ms911 Firmware All All All All
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Operating System Lexmark Ms911 Firmware All All All All

Hardware Lexmark Mx310 - All All All

Operating System Lexmark Mx310 Firmware All All All All

Hardware Lexmark Mx317 - All All All

Operating System Lexmark Mx317 Firmware All All All All

Hardware Lexmark Mx410 - All All All

Operating System Lexmark Mx410 Firmware All All All All

Hardware Lexmark Mx417 - All All All

Operating System Lexmark Mx417 Firmware All All All All

Hardware Lexmark Mx510 - All All All

Operating System Lexmark Mx510 Firmware All All All All

Hardware Lexmark Mx511 - All All All

Operating System Lexmark Mx511 Firmware All All All All

Hardware Lexmark Mx517 - All All All

Operating System Lexmark Mx517 Firmware All All All All

Hardware Lexmark Mx610 - All All All

Operating System Lexmark Mx610 Firmware All All All All

Hardware Lexmark Mx611 - All All All

Operating System Lexmark Mx611 Firmware All All All All

Hardware Lexmark Mx617 - All All All

Operating System Lexmark Mx617 Firmware All All All All

Hardware Lexmark Mx710 - All All All

Operating System Lexmark Mx710 Firmware All All All All

Hardware Lexmark Mx711 - All All All

Operating System Lexmark Mx711 Firmware All All All All

Hardware Lexmark Mx717 - All All All

Operating System Lexmark Mx717 Firmware All All All All

Hardware Lexmark Mx718 - All All All

Operating System Lexmark Mx718 Firmware All All All All

Hardware Lexmark Mx810 - All All All

Operating System Lexmark Mx810 Firmware All All All All

Hardware Lexmark Mx811 - All All All

Operating System Lexmark Mx811 Firmware All All All All

Hardware Lexmark Mx812 - All All All

Operating System Lexmark Mx812 Firmware All All All All

Hardware Lexmark Mx910 - All All All
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Operating System Lexmark Mx910 Firmware All All All All

Hardware Lexmark Mx911 - All All All

Operating System Lexmark Mx911 Firmware All All All All

Hardware Lexmark Mx912 - All All All

Operating System Lexmark Mx912 Firmware All All All All

Hardware Lexmark Xc2130 - All All All

Operating System Lexmark Xc2130 Firmware All All All All

Hardware Lexmark Xc2132 - All All All

Operating System Lexmark Xc2132 Firmware All All All All

Hardware Lexmark Xm1135 - All All All

Operating System Lexmark Xm1135 Firmware All All All All

Hardware Lexmark Xm1140 - All All All

Operating System Lexmark Xm1140 Firmware All All All All

Hardware Lexmark Xm1145 - All All All

Operating System Lexmark Xm1145 Firmware All All All All

Hardware Lexmark Xm3150 - All All All

Operating System Lexmark Xm3150 Firmware All All All All

Hardware Lexmark Xm5163 - All All All

Operating System Lexmark Xm5163 Firmware All All All All

Hardware Lexmark Xm5170 - All All All

Operating System Lexmark Xm5170 Firmware All All All All

Hardware Lexmark Xm5263 - All All All

Operating System Lexmark Xm5263 Firmware All All All All

Hardware Lexmark Xm5270 - All All All

Operating System Lexmark Xm5270 Firmware All All All All

Hardware Lexmark Xm7155 - All All All

Operating System Lexmark Xm7155 Firmware All All All All

Hardware Lexmark Xm7163 - All All All

Operating System Lexmark Xm7163 Firmware All All All All

Hardware Lexmark Xm7170 - All All All

Operating System Lexmark Xm7170 Firmware All All All All

Hardware Lexmark Xm7263 - All All All

Operating System Lexmark Xm7263 Firmware All All All All

Hardware Lexmark Xm7270 - All All All

Operating System Lexmark Xm7270 Firmware All All All All
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Hardware Lexmark Xm9145 - All All All

Operating System Lexmark Xm9145 Firmware All All All All

Hardware Lexmark Xm9155 - All All All

Operating System Lexmark Xm9155 Firmware All All All All

Hardware Lexmark Xm9165 - All All All

Operating System Lexmark Xm9165 Firmware All All All All
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No vendor comments have been submitted for this CVE.
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