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Summary

CVE CVE-2023-40251

State PUBLIC

Assigner vuln@krcert.or.kr

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-17 07:15:00 UTC

Updated 2023-08-29 02:15:00 UTC

Description Missing Encryption of Sensitive Data vulnerability in Genians Genian NAC V4.0, Genians Genian NAC V5.0, Genians Genian NAC Suite V5.0, Genians Genian ZTNA allows Man in the Middle Attack.This issue affects Genian NAC V4.0: from V4.0.0 through V4.0.155; Genian NAC V5.0: from V5.0.0 through V5.0.42 (Revision 117460); Genian NAC Suite V5.0: from V5.0.0 through V5.0.54; Genian ZTNA: from V6.0.0 through V6.0.15.

Risk And Classification

Problem Types: CWE-311

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Genians Genian Nac All All All All

Application Genians Genian Nac 5.0.42 - All All

Application Genians Genian Nac 5.0.42 revision_117460 All All

Application Genians Genian Ztna All All All All

References

Reference Source Link

GN-SA-2023-001: Genian NAC - Multiple Vulnerabilities — Genians Documentation 5.0.55 documentation MISC docs.genians.com

���� ����� MISC www.genians.co.kr

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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