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Summary

CVE CVE-2023-40256

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-11 05:15:00 UTC

Updated 2023-08-18 18:40:00 UTC

Description A vulnerability was discovered in Veritas NetBackup Snapshot Manager before 10.2.0.1 that allowed untrusted clients to interact with the RabbitMQ service. This was caused by improper validation of the client certificate due to misconfiguration of the RabbitMQ service. Exploiting this impacts the confidentiality and integrity of messages controlling the backup and restore jobs, and could result in the service becoming unavailable. This impacts only the jobs controlling the backup and restore activities, and does not allow access to (or deletion of) the backup snapshot data itself. This vulnerability is confined to the NetBackup Snapshot Manager feature and does not impact the RabbitMQ instance on the NetBackup primary servers.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Veritas Netbackup Snapshot Manager 10.0 All All All

Application Veritas Netbackup Snapshot Manager 10.0.0.1 - All All

Application Veritas Netbackup Snapshot Manager 10.1 All All All

Application Veritas Netbackup Snapshot Manager 10.1.1 - All All

Application Veritas Netbackup Snapshot Manager 10.2 All All All

Application Veritas Netbackup Snapshot Manager 9.0 All All All

Application Veritas Netbackup Snapshot Manager 9.1 All All All

Application Veritas Netbackup Snapshot Manager 9.1.0.1 All All All

Application Veritas Netbackup Snapshot Manager All All All All

References

Reference Source Link Tags

NetBackup Snapshot Manager RabbitMQ Authentication Bypass Vulnerability MISC www.veritas.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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