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Summary

CVE CVE-2023-40267

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-11 07:15:00 UTC

Updated 2023-11-07 04:20:00 UTC

Description GitPython before 3.1.32 does not block insecure non-multi options in clone and clone_from. NOTE: this issue exists because of an incomplete fix for CVE-2022-24439.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitpython Project Gitpython All All All All

References

Reference Source

Block insecure non-multi options in clone/clone_from by Beuc · Pull Request #1609 · gitpython-developers/GitPython · GitHub MISC

[SECURITY] Fedora 38 Update: GitPython-3.1.32-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 37 Update: GitPython-3.1.32-1.fc37 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 38 Update: GitPython-3.1.32-1.fc38 - package-announce - Fedora Mailing-Lists

Merge pull request #1609 from Beuc/block-insecure-options-clone-non-m… · gitpython-developers/GitPython@ca965ec · GitHub MISC

[SECURITY] Fedora 37 Update: GitPython-3.1.32-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

242347 Red Hat Update for Satellite 6.14 (RHSA-2023:6818)
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CVE.report and Source URL Uptime Status status.cve.report

242363 Red Hat Update for Satellite 6.13.5 (RHSA-2023:5931)

284433 Fedora Security Update for GitPython (FEDORA-2023-1ec4e542f9)

6000125 Debian Security Update for python-git (DLA 3502-1)

961065 Rocky Linux Security Update for Satellite (RLSA-2023:6818)

994839 Python (Pip) Security Update for GitPython (GHSA-pr76-5cm5-w9cj)
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