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State

Assigner

Published
Updated

Description

/

Source Priority

PUBLIC

cna@sap.com

CVE Program / NVD first with legacy fallback

2023-09-12 03:15:00 UTC

2023-09-15 17:05:00 UTC

SAP CommonCryptoLib does not perform necessary authentication checks, which may result in missing or wrong authorize

Risk And Classification

1|

Problem Types: CWE-862
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Application ~ Sap Netweaver Application Server Abap kernel_7.77 All All All
Application  Sap Netweaver Application Server Abap kernel_7.85 All All All
Application ~ Sap Netweaver Application Server Abap kernel_7.89 All All All
Application  Sap Netweaver Application Server Abap kernel_7.91 All All All
Application ~ Sap Netweaver Application Server Abap kernel_7.92 All All All
Application  Sap Netweaver Application Server Abap kernel_7.93 All All All
Application  Sap Netweaver Application Server Abap kernel_8.04 All All All
Application ~ Sap Netweaver Application Server Java kernel64nuc_7.22 All All All
Application  Sap Netweaver Application Server Java kernel64nuc_7.22ext All All All
Application ~ Sap Netweaver Application Server Java kernel64uc_7.22 All All All
Application  Sap Netweaver Application Server Java kernel64uc_7.22ext All All All
Application  Sap Netweaver Application Server Java kernel64uc_7.53 All All All
Application  Sap Netweaver Application Server Java kernel64uc_8.04 All All All
Application  Sap Netweaver Application Server Java kernel_7.22 All All All
Application  Sap Netweaver Application Server Java kernel_7.53 All All All
Application  Sap Netweaver Application Server Java kernel_7.54 All All All
Application  Sap Netweaver Application Server Java kernel_7.77 All All All
Application  Sap Netweaver Application Server Java kernel_7.85 All All All
Application  Sap Netweaver Application Server Java kernel_7.89 All All All
Application ~ Sap Netweaver Application Server Java kernel_7.91 All All All
Application  Sap Netweaver Application Server Java kernel_7.92 All All All
Application ~ Sap Netweaver Application Server Java kernel_7.93 All All All
Application  Sap Netweaver Application Server Java kernel_8.04 All All All
Application ~ Sap Sapssoext 17.0 All All All
Application ~ Sap Web Dispatcher 7.22ext All All All
Application  Sap Web Dispatcher 7.53 All All All
Application ~ Sap Web Dispatcher 7.54 All All All
Application  Sap Web Dispatcher 7.77 All All All
Application  Sap Web Dispatcher 7.85 All All All
Application  Sap Web Dispatcher 7.89 All All All
Reference Source Link Tags
me.sap.com/notes/3340576 MISC me.sap.com

Access Denied MISC WWWw.sap.com
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CVE FProgram record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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