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CVE CVE-2023-40311
State PUBLIC
Assigner security@opennms.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-14 18:15:00 UTC
Updated 2023-08-23 17:04:00 UTC
Description Multiple stored XSS were found on different JSP files with unsanitized parameters in OpenMNS Horizon 31.0.8 and version

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Opennms Horizon All All All All
Application Opennms Meridian All All All All

References

Reference Source Link Tac
GitHub - OpenNMS/opennms: Enterprise-Grade Open-Source Network Management Platform MISC github.com
NMS-15782: prevent multiple XSS mishaps by fooker - Pull Request #6366 - OpenNMS/opennms - GitHub ~ MISC github.com
NMS-15782: prevent multiple XSS mishaps by fooker - Pull Request #6365 - OpenNMS/opennms - GitHub ~ MISC github.com

CVE Program record CVE.ORG www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov  can
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994850 Java (Maven) Security Update for org.opennms:opennms-webapp (GHSA-qfw7-pfxx-h9g2)
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