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Summary

CVE CVE-2023-40571

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-25 21:15:00 UTC

Updated 2023-09-01 13:11:00 UTC

Description weblogic-framework is a tool for detecting weblogic vulnerabilities. Versions 0.2.3 and prior do not verify the returned data packets, and there is a deserialization vulnerability which may lead to remote code execution. When weblogic-framework gets the command echo, it directly deserializes the data returned by the server without verifying it. At the same time, the classloader loads a lot of deserialization calls. In this case, the malicious serialized data returned by the server will cause remote code execution. Version 0.2.4 contains a patch for this issue.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Weblogic-framework Project Weblogic-framework All All All All

References

Reference Source Link Tags

Release v0.2.4.RELEASE · dream0x01/weblogic-framework · GitHub MISC github.com

报告weblogic-framework 0.2.3版本存在任意代码执行漏洞 · Advisory · dream0x01/weblogic-framework · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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