
CVE-2023-40573
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-40573

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-24 02:15:00 UTC

Updated 2023-09-01 17:09:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. XWiki supports scheduled jobs that contain Groovy scripts. Currently, the job checks the content author of the job for programming right. However, modifying or adding a job script to a document doesn't modify the content author. Together with a CSRF vulnerability in the job scheduler, this can be exploited for remote code execution by an attacker with edit right on the wiki. If the attack is successful, an error log entry with "Job content executed" will be produced. This vulnerability has been patched in XWiki 14.10.9 and 15.4RC1.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki 15.0 - All All

Application Xwiki Xwiki 15.0 rc1 All All

Application Xwiki Xwiki 15.1 - All All

Application Xwiki Xwiki 15.1 rc1 All All

Application Xwiki Xwiki 15.2 - All All

Application Xwiki Xwiki 15.2 rc1 All All

Application Xwiki Xwiki 15.3 - All All

Application Xwiki Xwiki 15.3 rc1 All All

References

Reference Source Link Tags

XWIKI-20852: Improve author checking in GroovyJob · xwiki/xwiki-platform@fcdcfed · GitHub MISC github.com

Loading... MISC jira.xwiki.org

Groovy jobs check the wrong author, allowing remote code execution · Advisory · xwiki/xwiki-platform · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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