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CVE CVE-2023-40581
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2023-09-25 19:15:00 UTC

Updated 2023-09-27 14:48:00 UTC

Description yt-dlp is a youtube-dl fork with additional features and fixes. yt-dip allows the user to provide shell command lines to be exe
] i

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Operating System Microsoft Windows - All All
Application Yt-dIp Project Yt-dip All All All

Language

All

All

References

Reference Source
Release yt-dip nightly 2023.09.24.003044 - yt-dip/yt-dip-nightly-builds - GitHub MISC
[core] Prevent RCE when using “--exec” with “%q" (CVE-2023-40581) - yt-dip/yt-dlp@de015e9 - GitHub ~ MISC
Release yt-dlp 2021.04.11 - yt-dip/yt-dip - GitHub MISC
“--exec’ command injection when using “%q’" in yt-dlp on Windows - Advisory - yt-dip/yt-dip - GitHub MISC
Release yt-dip 2023.09.24 - yt-dip/yt-dip - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Link Tags
github.com
github.com
github.com
github.com
github.com
WWW.Cve.org — canoni

nvd.nist.gov  canoni

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

506289 Alpine Linux Security Update for yt-dip


https://cve.report/
https://cve.report/CVE-2023-40581/mitre
https://cve.report/CVE-2023-40581/nist
https://cve.report/CVE-2023-40581/cve_org
https://cve.report/CVE-2023-40581.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/yt-dlp_project
http://cve.report/software/yt-dlp_project/yt-dlp
https://github.com/yt-dlp/yt-dlp-nightly-builds/releases/tag/2023.09.24.003044
https://github.com/yt-dlp/yt-dlp/commit/de015e930747165dbb8fcd360f8775fd973b7d6e
https://github.com/yt-dlp/yt-dlp/releases/tag/2021.04.11
https://github.com/yt-dlp/yt-dlp/security/advisories/GHSA-42h4-v29r-42qg
https://github.com/yt-dlp/yt-dlp/releases/tag/2023.09.24
https://www.cve.org/CVERecord?id=CVE-2023-40581
https://nvd.nist.gov/vuln/detail/CVE-2023-40581
http://cve.report/qid/506289

995405 Python (Pip) Security Update for yt-dlp (GHSA-42h4-v29r-42qq)
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