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Summary

CVE CVE-2023-40586

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-25 21:15:00 UTC

Updated 2023-09-01 18:06:00 UTC

Description OWASP Coraza WAF is a golang modsecurity compatible web application firewall library. Due to the misuse of `log.Fatalf`, the application using coraza crashed after receiving crafted requests from attackers. The application will immediately crash after receiving a malicious request that triggers an error in `mime.ParseMediaType`. This issue was patched in version 3.0.1.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Coraza Coraza 3.0.0 All All All

References

Reference Source Link Tags

Potential deny of service · Advisory · corazawaf/coraza · GitHub MISC github.com

Merge pull request from GHSA-c2pj-v37r-2p6h · corazawaf/coraza@a5239ba · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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