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CVE CVE-2023-4061
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-08 01:15:00 UTC
Updated 2023-11-16 16:03:00 UTC
Description A flaw was found in wildfly-core. A management user could use the resolve-expression in the HAL Interface to read possibl:
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

Application Redhat Jboss Enterprise Application Platform - All All All

Application Redhat Jboss Enterprise Application Platform 7.4 All All All

Application Redhat Wildfly Core All All All All

References |

Reference

RHSA-2023:5488

RHSA-2023:5485

2228608 — (CVE-2023-4061) CVE-2023-4061 wildfly-core: Management User RBAC permission allows unexpected reading of system-propert
cve-details

RHSA-2023:5486

RHSA-2023:5484

CVE Program record

NVD vulnerability detail
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https://cve.report/CVE-2023-4061/nist
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https://access.redhat.com/errata/RHSA-2023:5485
https://bugzilla.redhat.com/show_bug.cgi?id=2228608
https://access.redhat.com/security/cve/CVE-2023-4061
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

242105 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 9 (RHSA-2023:5486)
242106 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 7 (RHSA-2023:5484)
242122 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 8 (RHSA-2023:5485)

995859 Java (Maven) Security Update for org.wildfly.core:wildfly-controller (GHSA-26qx-4m49-6cfr)
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