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Summary

CVE CVE-2023-4065

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-27 15:19:00 UTC

Updated 2023-11-07 04:22:00 UTC

Description A flaw was found in Red Hat AMQ Broker Operator, where it displayed a password defined in ActiveMQArtemisAddress CR, shown in plain text in the Operator Log. This flaw allows an authenticated local attacker to access information outside of their permissions.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 8.0 All All All

Application Redhat Jboss A-mq 7 All All All

Application Redhat Jboss Middleware 1 All All All

Application Redhat Openshift Container Platform 4.11 All All All

Application Redhat Openshift Container Platform 4.12 All All All

References

Reference Source Link

Red Hat MISC access.redhat.com

2224630 – (CVE-2023-4065) CVE-2023-4065 Red Hat AMQ Broker Operator: plaintext password in operator log MISC bugzilla.redhat.com

cve-details MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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