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Summary

CVE CVE-2023-41012

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-05 16:15:00 UTC

Updated 2023-09-11 17:32:00 UTC

Description An issue in China Mobile Communications China Mobile Intelligent Home Gateway v.HG6543C4 allows a remote attacker to execute arbitrary code via the authentication mechanism.

Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Chinamobile Intelligent Home Gateway - All All All

Operating System Chinamobile Intelligent Home Gateway Firmware hg6543c4 All All All

References

Reference

Command Execution Vulnerability in China Mobile Intelligent Home Gateway HG6543C4 Identity verification has design flaws · te5tb99/For-submitting Wiki · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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