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asssmvureaervumsuenan — Gertain versions of Hyper Bump It from Plannigan contain the following
: vulnerability:

hyper-bump-it is a command line tool for updating the version in project
files."hyper-bump-it’ reads a file glob pattern from the configuration file.
That is combined with the project root directory to construct a full glob
pattern that is used to find files that should be edited. These matched
files should be contained within the project root directory, but that is not
checked. This could result in changes being written to files outside of the project. The default
behaviour of "hyper-bump-it™ is to display the planned changes and prompt the user for
confirmation before editing any files. However, the configuration file provides a field that can
be used cause files to be edited without displaying the prompt. This issue has been fixed in
release version 0.5.1. Users are advised to upgrade. Users that are unable to update from
vulnerable versions, executing “hyper-bump-it” with the "--interactive’ command line argument
will ensure that all planned changes are displayed and prompt the user for confirmation before
editing any files, even if the configuration file contains “show_confirm_prompt=true’.

CVE-2023-41057 has been assigned by [@) security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: [@] plannigan - hyper-bump-it version = < 0.5.1

CVSS3 Score: 5.5-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE [ HIGH | [ NONE |

CVE References

Description Tags Link


https://cve.report/
https://cve.report/CVE-2023-41057/mitre
https://cve.report/CVE-2023-41057/nist
https://cve.report/CVE-2023-41057/cve_org
https://cve.report/CVE-2023-41057.pdf
http://cve.report/software/plannigan/hyper_bump_it
http://cve.report/vendor/plannigan
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/

Prevent path traversal outside of project root. by plannigan - Pull Request #307  [EITITNETN MISC github.com/plannigan/hyper-

- plannigan/hyper-bump-it - GitHub bump-it/pull/307

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') MISC github.com/plannigan/hyper-

in hyper-bump-it - Advisory - plannigan/hyper-bump-it - GitHub bump-it/security/advisories/GHSA-xc27-
f9g3-4448

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Plannigan Hyper Bump It All All All All

No vendor comments have been submitted for this CVE
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