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Summary

CVE CVE-2023-41058

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-04 23:15:00 UTC

Updated 2023-09-08 17:17:00 UTC

Description Parse Server is an open source backend server. In affected versions the Parse Cloud trigger `beforeFind` is not invoked in certain conditions of `Parse.Query`. This can pose a vulnerability for deployments where the `beforeFind` trigger is used as a security layer to modify the incoming query. The vulnerability has been fixed by refactoring the internal query pipeline for a more concise code structure and implementing a patch to ensure the `beforeFind` trigger is invoked. This fix was introduced in commit `be4c7e23c6` and has been included in releases 6.2.2 and 5.5.5. Users are advised to upgrade. Users unable to upgrade should make use of parse server's security layers to manage access levels with Class-Level Permissions and Object-Level Access Control that should be used instead of custom security layers in Cloud Code triggers.

Risk And Classification

Problem Types: CWE-670

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Parseplatform Parse-server All All All All

References

Reference

Release 6.2.2 · parse-community/parse-server · GitHub

Release 5.5.5 · parse-community/parse-server · GitHub

Parse Pointer allows to access internal Parse Server classes and circumvent `beforeFind` query trigger · Advisory · parse-community/parse-server · GitHub

Parse Server Guide | Parse

fix: Parse Pointer allows to access internal Parse Server classes and… · parse-community/parse-server@be4c7e2 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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