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CVE CVE-2023-41064
State PUBLIC
Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-07 18:15:00 UTC
Updated 2023-09-22 00:15:00 UTC
Description A buffer overflow issue was addressed with improved memory handling. This issue is fixed in iOS 16.6.1 and iPadOS 16.6.
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Risk And Classification

EPSS: 0.853530000 probability, percentile 0.993640000 (date 2026-04-14)

CISA KEV: Listed on 2023-09-11; due 2023-10-02; ransomware use Unknown
Problem Types: CWE-120

CISA Known Exploited Vulnerability

Vendor Apple

Product i0S, iPadOS, and macOS

Name Apple iOS, iPadOS, and macOS ImagelO Buffer Overflow Vulnerability

Required Action Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.
Notes https://support.apple.com/en-us/HT213905, https://support.apple.com/en-us/HT213906;

https://nvd.nist.gov/vuln/detail/CVE-2023-41064

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Ipados All All All All
Operating System Apple Iphone Os All All All All
Operating System Apple Macos All All All All

References
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https://cve.report/
https://cve.report/CVE-2023-41064/mitre
https://cve.report/CVE-2023-41064/nist
https://cve.report/CVE-2023-41064/cve_org
https://cve.report/api/cve/CVE-2023-41064.json
https://cve.report/CVE-2023-41064.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/ipados
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/macos

ADOUT TNe Security CONeNt oT Macus vionterey 12.0.Y - Apple SUpPort
About the security content of iOS 16.6.1 and iPadOS 16.6.1 - Apple Support
About the security content of macOS Ventura 13.5.2 - Apple Support

Full Disclosure: APPLE-SA-2023-09-11-3 macOS Big Sur 11.7.10

Full Disclosure: APPLE-SA-2023-09-07-2 iOS 16.6.1 and iPadOS 16.6.1
About the security content of iOS 15.7.9 and iPadOS 15.7.9 - Apple Support
About the security content of iOS 16.6.1 and iPadOS 16.6.1 - Apple Support
Full Disclosure: APPLE-SA-2023-09-11-2 macOS Monterey 12.6.9

About the security content of macOS Ventura 13.5.2 - Apple Support

Full Disclosure: APPLE-SA-2023-09-11-1 i0S 15.7.9 and iPadOS 15.7.9

Full Disclosure: APPLE-SA-2023-09-07-1 macOS Ventura 13.5.2

About the security content of macOS Big Sur 11.7.10 - Apple Support
oss-security - CVE-2023-4863: libwebp: Heap buffer overflow in WebP Codec
About the security content of macOS Big Sur 11.7.10 - Apple Support

About the security content of macOS Monterey 12.6.9 - Apple Support

About the security content of iOS 15.7.9 and iPadOS 15.7.9 - Apple Support
CVE Program record

NVD vulnerability detail

CISA Known Exploited Vulnerabilities catalog

No vendor comments have been submitted for this CVE.
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610526 Apple iOS 15.7.9 and iPadOS 15.7.9 Security Update Missing (HT213913)
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