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URL Redirection to Untrusted Site ('Open Redirect') vulnerability in FORM authentication feature Apache Tomcat.This issue
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Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Operating System

Operating System

Vendor
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Apache
Debian

Debian

Product

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Tomcat

Debian Linux

Debian Linux

Version

11.0.0

11.0.0

11.0.0

11.0.0

11.0.0

11.0.0

11.0.0

11.0.0

11.0.0

11.0.0

All

All

All

10.0

11.0

Update
milestone1
milestone10
milestone?2
milestone3
milestone4
milestone5
milestone6
milestone?7
milestone8
milestone9
All

All

All

All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

References


https://cve.report/
https://cve.report/CVE-2023-41080/mitre
https://cve.report/CVE-2023-41080/nist
https://cve.report/CVE-2023-41080/cve_org
https://cve.report/CVE-2023-41080.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux

Reference Source Link Tags
Debian -- Security Information -- DSA-5522-1 tomcat9 MISC www.debian.org
CVE-2023-41080 Apache Tomcat Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp.com
[SECURITY] [DLA 3617-1] tomcat9 security update MISC lists.debian.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161276 Oracle Enterprise Linux Security Update for tomcat (ELSA-2024-0125)
161315 Oracle Enterprise Linux Security Update for tomcat (ELSA-2024-0474)
242835 Red Hat Update for tomcat (RHSA-2024:0474)

242881 Red Hat Update for tomcat (RHSA-2024:0125)

356230 Amazon Linux Security Advisory for tomcat : ALASTOMCAT8.5-2023-015
356239 Amazon Linux Security Advisory for tomcat : ALASTOMCAT9-2023-009
356373 Amazon Linux Security Advisory for tomcat9 : ALAS2023-2023-365

356454 Amazon Linux Security Advisory for tomcat8 : ALAS-2023-1861

6000246 Debian Security Update for tomcat9 (DSA 5522-1)

6000247 Debian Security Update for tomcat10 (DSA 5521-1)

6000257 Debian Security Update for tomcat9 (DLA 3617-1)

674011 EulerOS Security Update for tomcat (EulerOS-SA-2024-1305)

755045 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2023:3987-1)
755117 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2023:4129-1)
755250 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2023:4423-1)
941533 AlmalLinux Security Update for tomcat (ALSA-2024:0125)

941551 AlmalLinux Security Update for tomcat (ALSA-2024:0474)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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