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Summary

CVE CVE-2023-41081

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-13 10:15:00 UTC

Updated 2023-09-29 00:15:00 UTC

Description Important: Authentication Bypass CVE-2023-41081 The mod_jk component of Apache Tomcat Connectors in some circumstances, such as when a configuration included "JkOptions +ForwardDirectories" but the configuration did not 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat Connectors All All All All

References

Reference

oss-security - [SECURITY] CVE-2023-41081 Apache Tomcat Connectors (mod_jk) Information Disclosure

oss-security - CVE-2023-41081: Apache Tomcat Connectors: Unexpected use of first declared worker in mod_jk for unmapped request [CORRECTION]

[SECURITY] [DLA 3580-1] libapache-mod-jk security update

oss-security - [SECURITY] CVE-2023-41081 Apache Tomcat Connectors (mod_jk) Information Disclosure

lists.apache.org/thread/rd1r26w7271jyqgzr4492tooyt583d8b

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

242553 Red Hat Update for JBoss Core Services (RHSA-2023:7625)

6000159 Debian Security Update for libapache-mod-jk (DLA 3580-1)

https://cve.report/
https://cve.report/CVE-2023-41081/mitre
https://cve.report/CVE-2023-41081/nist
https://cve.report/CVE-2023-41081/cve_org
https://cve.report/CVE-2023-41081.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat_connectors
https://www.openwall.com/lists/oss-security/2023/09/13/2
http://www.openwall.com/lists/oss-security/2023/09/28/7
https://lists.debian.org/debian-lts-announce/2023/09/msg00027.html
http://www.openwall.com/lists/oss-security/2023/09/13/2
https://lists.apache.org/thread/rd1r26w7271jyqgzr4492tooyt583d8b
https://www.cve.org/CVERecord?id=CVE-2023-41081
https://nvd.nist.gov/vuln/detail/CVE-2023-41081
http://cve.report/qid/242553
http://cve.report/qid/6000159
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6000159 Debian Security Update for libapache-mod-jk (DLA 3580-1)

756105 SUSE Enterprise Linux Security Update for apache2-mod_jk (SUSE-SU-2024:1198-1)

http://cve.report/qid/756105
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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