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Summary

CVE CVE-2023-4128

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-10 17:15:00 UTC

Updated 2023-11-14 12:15:00 UTC

Description A use-after-free flaw was found in net/sched/cls_fw.c in classifiers (cls_fw, cls_u32, and cls_route) in the Linux Kernel. This flaw allows a local attacker to perform a local privilege escalation due to incorrect handling of the existing filter, leading to a kernel information leak issue.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.5 - All All

Operating System Linux Linux Kernel 6.5 rc1 All All

Operating System Linux Linux Kernel 6.5 rc2 All All

Operating System Linux Linux Kernel 6.5 rc3 All All

Operating System Linux Linux Kernel 6.5 rc4 All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161066 Oracle Enterprise Linux Security Update for kernel (ELSA-2023-6583)

199764 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6385-1)

199765 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6388-1)

199766 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6386-1)

199769 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6383-1)

199770 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6387-1)
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https://www.debian.org/security/2023/dsa-5480
https://access.redhat.com/errata/RHSA-2023:6583
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/344H6HO6SSC4KT7PDFXSDIXKMKHISSGF/
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/errata/RHSA-2023:5775
https://access.redhat.com/errata/RHSA-2023:5628
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=3044b16e7c6fe5d24b1cdbcf1bd0a9d92d1ebd81
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=76e42ae831991c828cffa8c37736ebfb831ad5ec
https://access.redhat.com/errata/RHSA-2023:5603
https://access.redhat.com/errata/RHSA-2023:5238
https://bugzilla.redhat.com/show_bug.cgi?id=2225511
https://www.debian.org/security/2023/dsa-5492
https://access.redhat.com/errata/RHSA-2023:5575
https://access.redhat.com/errata/RHSA-2023:5588
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=b80b829e9e2c1b3f7aae34855e04d8f6ecaf13c8
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3TYLSJ2SAI7RF56ZLQ5CQWCJLVJSD73Q/
https://access.redhat.com/errata/RHSA-2023:5589
http://packetstormsecurity.com/files/175072/Kernel-Live-Patch-Security-Notice-LSN-0098-1.html
https://security.netapp.com/advisory/ntap-20231027-0002/
https://access.redhat.com/errata/RHSA-2023:5235
https://access.redhat.com/errata/RHSA-2023:5627
https://www.cve.org/CVERecord?id=CVE-2023-4128
https://nvd.nist.gov/vuln/detail/CVE-2023-4128
http://cve.report/qid/161066
http://cve.report/qid/199764
http://cve.report/qid/199765
http://cve.report/qid/199766
http://cve.report/qid/199769
http://cve.report/qid/199770
http://cve.report/qid/199783


199785 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6387-2)

199791 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-6386-2)

199796 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6386-3)

199812 Ubuntu Security Notification for Linux kernel (KVM) Vulnerabilities (USN-6396-2)
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355844 Amazon Linux Security Advisory for kernel : ALAS2-2023-2206

355864 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2023-051

356403 Amazon Linux Security Advisory for kernel : ALAS2-2023-2268
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356578 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2023-054

378892 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0114)

379043 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0136)
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6000212 Debian Security Update for linux (DSA 5480-1)

6000220 Debian Security Update for linux (DSA 5492-1)

6000265 Debian Security Update for linux-5.10 (DLA 3623-1)

754832 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3600-1)

754833 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3599-1)

754855 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3656-1)

754863 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3680-1)

754866 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3684-1)

754867 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3683-1)

754868 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3682-1)

754869 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3681-1)
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755026 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3964-1)

755037 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3971-1)

755038 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3969-1)

755043 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3988-1)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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