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Summary

CVE CVE-2023-4135

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-04 14:15:00 UTC

Updated 2023-11-07 14:50:00 UTC

Description A heap out-of-bounds memory read flaw was found in the virtual nvme device in QEMU. The QEMU process does not validate an offset provided by the guest before computing a host heap pointer, which is used for copying data back to the guest. Arbitrary heap memory relative to an allocated buffer can be disclosed.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 38 All All All

Application Qemu Qemu All All All All

Application Qemu Qemu 8.1.0 rc0 All All

Application Qemu Qemu 8.1.0 rc1 All All

Application Qemu Qemu 8.1.0 rc2 All All

References

Reference Source

2229101 – (CVE-2023-4135, ZDI-CAN-21521) CVE-2023-4135 QEMU: NVMe: out-of-bounds read information disclosure vulnerability MISC

Published | Zero Day Initiative MISC

CVE-2023-4135 QEMU Vulnerability in NetApp Products | NetApp Product Security MISC

cve-details MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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