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Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') vulnerability in CrafterCMS Engine on

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Macos - All All All
Apple Macos - All All All
Apple Macos - All All All
Craftercms Craftercms All All All All
Craftercms Craftercms All All All All
Linux Linux Kernel - All All All
Linux Linux Kernel - All All All
Linux Linux Kernel - All All All
Microsoft Windows - All All All
Microsoft Windows - All All All
Microsoft Windows - All All All

References

Reference Source Link
Full Disclosure: [KIS-2023-09] CrafterCMS <= 4.0.2 Multiple Reflected Cross-Site Scripting Vulnerabilities MISC seclists.org
Security Advisories — CrafterCMS 4.0.3 documentation MISC docs.craftercms.org

CrafterCMS 4.0.2 Cross Site Scripting ~ Packet Storm MISC packetstormsecurity.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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