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CVE CVE-2023-41378
State PUBLIC
Assigner psirt@tigera.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-06 16:15:00 UTC
Updated 2023-11-14 17:48:00 UTC
Description In certain conditions for Calico Typha (v3.26.2, v3.25.1 and below), and Calico Enterprise Typha (v3.17.1, v3.16.3, v3.15.3

/ | i

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Tigera Calico Cloud All All All All
Application Tigera Calico Enterprise All All All All
Operating System Tigera Calico Os All All All All

References |
Reference Source Link
calico-typha hangs during unclean client TLS handshake - Issue #7908 - projectcalico/calico - GitHub MISC github.com
Page not found | Tigera MISC www.tigera.io
Move TLS handshake to per-connection goroutine by fasaxc - Pull Request #7993 - projectcalico/calico - GitHub ~ MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995854 GO (Go) Security Update for github.com/projectcalico/calico (GHSA-5r5h-q934-cccp)
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