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Summary

CVE CVE-2023-41752

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-17 07:15:00 UTC

Updated 2023-11-06 03:15:00 UTC

Description Exposure of Sensitive Information to an Unauthorized Actor vulnerability in Apache Traffic Server.This issue affects Apache Traffic Server: from 8.0.0 through 8.1.8, from 9.0.0 through 9.2.2. 

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Traffic Server All All All All

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 39 Update: trafficserver-9.2.3-1.fc39 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

[SECURITY] Fedora 37 Update: trafficserver-9.2.3-1.fc37 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

[SECURITY] Fedora 38 Update: trafficserver-9.2.3-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

Debian -- Security Information -- DSA-5549-1 trafficserver MISC www.debian.org

[SECURITY] [DLA 3645-1] trafficserver security update MISC lists.debian.org

lists.apache.org/thread/5py8h42mxfsn8l1wy6o41xwhsjlsd87q MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

284641 Fedora Security Update for trafficserver (FEDORA-2023-5ff7bf1dd8)

284643 Fedora Security Update for trafficserver (FEDORA-2023-54fadada12)

285203 Fedora Security Update for trafficserver (FEDORA-2023-1caffb88af)

6000268 Debian Security Update for trafficserver (DLA 3645-1)

6000312 Debian Security Update for trafficserver (DSA 5549-1)

http://cve.report/qid/284641
http://cve.report/qid/284643
http://cve.report/qid/285203
http://cve.report/qid/6000268
http://cve.report/qid/6000312
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2023-41752
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


