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assanncurrumsucunan — Gertain versions of Vantage6 from Vantage6 contain the following
’ vulnerability:

vantageeb is privacy preserving federated learning infrastructure. When
a collaboration is deleted, the linked resources (such as tasks from that
collaboration) should be deleted. This is partly to manage data
properly, but also to prevent a potential (but unlikely) side-effect that
affects versions prior to 4.0.0, where if a collaboration with id=10 is
deleted, and subsequently a new collaboration is created with id=10, the authenticated users
in that collaboration could potentially see results of the deleted collaboration in some cases.
Version 4.0.0 contains a patch for this issue. There are no known workarounds.

CVE-2023-41881 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: ) vantage6 - vantage6 version = < 4.0.0

CVSS3 Score: _

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Deleting a ) MISC github.com/vantage6/vantage6/security/advisories/GHSA-rf54-7qrr-96j6
collaboration

should also delete

linked resources -

Advisory -

vantage6/vantage6

- GitHub



https://cve.report/
https://cve.report/CVE-2023-41881/mitre
https://cve.report/CVE-2023-41881/nist
https://cve.report/CVE-2023-41881/cve_org
https://cve.report/CVE-2023-41881.pdf
http://cve.report/software/vantage6/vantage6
http://cve.report/vendor/vantage6
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/vantage6/vantage6/security/advisories/GHSA-rf54-7qrr-96j6

Add flag whether ey €) MISC github.com/vantage6/vantage6/pull/748
linked resources

should be deleted

in delete

endpoin... by

bartvanb - Pull

Request #748 -

vantage6/vantage6

- GitHub

Release notes | github.com I @ J (IS¢

github.com/vantage6/vantage6/blob/0682c4288f43fee5bcc72dc448cdd99bd7e57f76/docs/release_notes.r

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

« i |

Related QID Numbers

995585 Python (Pip) Security Update for vantage6 (GHSA-rf54-7qrr-96;6)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Vantage6 Vantage6 All All All All

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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