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Summary

CVE CVE-2023-41914

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-03 05:15:00 UTC

Updated 2023-11-09 22:11:00 UTC

Description SchedMD Slurm 23.02.x before 23.02.6 and 22.05.x before 22.05.10 allows filesystem race conditions for gaining ownership of a file, overwriting a file, or deleting files.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 39 All All All

Application Schedmd Slurm All All All All

References

Reference Source Link Tags

Security Policy | SchedMD MISC schedmd.com

[slurm-announce] Slurm versions 23.02.6 and 22.05.10 are now available (CVE-2023-41914) CONFIRM lists.schedmd.com

[SECURITY] Fedora 39 Update: slurm-22.05.10-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 39 Update: slurm-22.05.10-1.fc39 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284692 Fedora Security Update for slurm (FEDORA-2023-1f851fa869)

284693 Fedora Security Update for slurm (FEDORA-2023-234df8a1d4)
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CVE.report and Source URL Uptime Status status.cve.report

284693 Fedora Security Update for slurm (FEDORA-2023-234df8a1d4)

285179 Fedora Security Update for slurm (FEDORA-2023-d5ffbbd620)

6000288 Debian Security Update for slurm-wlm (DSA 5529-1)

755108 SUSE Enterprise Linux Security Update for slurm (SUSE-SU-2023:4114-1)

755109 SUSE Enterprise Linux Security Update for slurm (SUSE-SU-2023:4113-1)

755113 SUSE Enterprise Linux Security Update for slurm (SUSE-SU-2023:4121-1)

755114 SUSE Enterprise Linux Security Update for slurm (SUSE-SU-2023:4118-1)

755115 SUSE Enterprise Linux Security Update for slurm (SUSE-SU-2023:4116-1)

755151 SUSE Enterprise Linux Security Update for slurm (SUSE-SU-2023:4329-1)

755331 SUSE Enterprise Linux Security Update for slurm_23_02 (SUSE-SU-2023:4566-1)

755332 SUSE Enterprise Linux Security Update for slurm_23_02 (SUSE-SU-2023:4565-1)

755333 SUSE Enterprise Linux Security Update for slurm_23_02 (SUSE-SU-2023:4564-1)

755340 SUSE Enterprise Linux Security Update for slurm_22_05 (SUSE-SU-2023:4581-1)

755341 SUSE Enterprise Linux Security Update for slurm_22_05 (SUSE-SU-2023:4580-1)

755342 SUSE Enterprise Linux Security Update for slurm_22_05 (SUSE-SU-2023:4579-1)

755343 SUSE Enterprise Linux Security Update for slurm (SUSE-SU-2023:4578-1)

755674 SUSE Enterprise Linux Security Update for slurm (SUSE-SU-2024:0279-1)

755678 SUSE Enterprise Linux Security Update for slurm_20_11 (SUSE-SU-2024:0288-1)
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