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Summary

CVE CVE-2023-4212

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-22 19:16:00 UTC

Updated 2023-11-07 04:22:00 UTC

Description ​A command injection vulnerability exists in Trane XL824, XL850, XL1050, and Pivot thermostats allowing an attacker to execute arbitrary commands as root using a specially crafted filename. The vulnerability requires physical access to the device via a USB stick.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Trane Pivot - All All All

Operating System Trane Pivot Firmware All All All All

Hardware Trane Xl1050 - All All All

Operating System Trane Xl1050 Firmware All All All All

Hardware Trane Xl824 - All All All

Operating System Trane Xl824 Firmware All All All All

Hardware Trane Xl850 - All All All

Operating System Trane Xl850 Firmware All All All All

References

Reference Source Link Tags

Login | Hub MISC hub.tranetechnologies.com

Trane Sales Office | Trane Commercial MISC www.trane.com

​Trane Thermostats | CISA MISC www.cisa.gov Third Party Advisory

​Trane Thermostats | CISA MISC https

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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