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Insecure Permissions vulnerability in Connectivity Standards Alliance Matter Official SDK v.1.1.0.0 , Nanoleaf Light strip v.3
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Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Vendor Product Version Update Edition Language
Eve Eve Door And Window - All All All
Eve Eve Door And Window Firmware - All All All
Govee Led Strip - All All All
Govee Led Strip Firmware 3.00.42 All All All
Nanoleaf Lightstrip - All All All
Nanoleaf Lightstrip Firmware 3.5.10 All All All
Orein Smart Bulb - All All All
Orein Smart Bulb Firmware - All All All
Phillips Hue Hub - All All All
Phillips Hue Hub Firmware 1.59.1959097030 All All All
Switchbot Hub2 - All All All
Switchbot Hub2 Firmware 1.0-0.8 All All All
Tapo Mini Smart Wi-fi Plug - All All All
Tapo Mini Smart Wi-fi Plug Firmware - All All All
Tp-link Smart Plug - All All All
Tp-link Smart Plug Firmware - All All All

Yeelight Smart Lamp - All All All
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Operating System Yeelight Smart Lamp Firmware 1.12.69 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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