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Summary

CVE CVE-2023-42457

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-21 15:15:00 UTC

Updated 2023-09-25 18:53:00 UTC

Description plone.rest allows users to use HTTP verbs such as GET, POST, PUT, DELETE, etc. in Plone. Starting in the 2.x branch and prior to versions 2.0.1 and 3.0.1, when the `++api++` traverser is accidentally used multiple times in a url, handling it takes increasingly longer, making the server less responsive. Patches are available in `plone.rest` 2.0.1 and 3.0.1. 

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Plone Rest 2.0.0 All All All

Application Plone Rest 3.0.0 All All All

References

Reference Source Link Tags

Merge pull request from GHSA-h6rp-mprm-xgcq · plone/plone.rest@77846a9 · GitHub MISC github.com

Denial of Service when ++api++ is used many times · Advisory · plone/plone.rest · GitHub MISC github.com

oss-security - Plone security advisory 2023/09/21 MISC www.openwall.com

Merge pull request from GHSA-h6rp-mprm-xgcq · plone/plone.rest@43b4a7e · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995360 Python (Pip) Security Update for plone.rest (GHSA-h6rp-mprm-xgcq)
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