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CVE CVE-2023-42465
State RESERVED
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2023-12-22 16:15:00 UTC
Updated 2024-01-28 04:15:00 UTC
Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Sudo Project Sudo All All

Edition

All

Language

All

References

Reference

github.com/sudo-project/sudo/commit/7873f8334c8d31031f8cfa83bd97ac602930...

sudo: Memory Manipulation (GLSA 202401-29) — Gentoo security
github.com/sudo-project/sudo/releases/tag/SUDO_1_9_15
www.openwall.com/lists/oss-security/2023/12/21/9

[2309.02545] Mayhem: Targeted Corruption of Register and Stack Variables
www.sudo.ws/releases/changelog

[SECURITY] Fedora 39 Update: sudo-1.9.15-1.p5.fc39 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

/

Source

CVE.ORG

NVD

Link Ta
github.com
security.gentoo.org
github.com
www.openwall.com
arxiv.org

www.sudo.ws
lists.fedoraproject.org
WWw.cve.org car

nvd.nist.gov car

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-42465/mitre
https://cve.report/CVE-2023-42465/nist
https://cve.report/CVE-2023-42465/cve_org
https://cve.report/CVE-2023-42465.pdf
http://cve.report/vendor/sudo_project
http://cve.report/software/sudo_project/sudo
https://github.com/sudo-project/sudo/commit/7873f8334c8d31031f8cfa83bd97ac6029309e4f
https://security.gentoo.org/glsa/202401-29
https://github.com/sudo-project/sudo/releases/tag/SUDO_1_9_15
https://www.openwall.com/lists/oss-security/2023/12/21/9
https://arxiv.org/abs/2309.02545
https://www.sudo.ws/releases/changelog/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/U6XMRUJCPII4MPWG43HTYR76DGLEYEFZ/
https://www.cve.org/CVERecord?id=CVE-2023-42465
https://nvd.nist.gov/vuln/detail/CVE-2023-42465

161354 Oracle Enterprise Linux Security Update for sudo (ELSA-2024-0811)

242925 Red Hat Update for sudo (RHSA-2024:0811)

284921 Fedora Security Update for sudo (FEDORA-2024-6fa5af9ea8)

285018 Fedora Security Update for sudo (FEDORA-2024-cdccda4f62)

357068 Amazon Linux Security Advisory for sudo : ALAS-2024-1917

357085 Amazon Linux Security Advisory for sudo : ALAS2-2024-2447

357113 Amazon Linux Security Advisory for sudo : ALAS2023-2024-514

379648 Alibaba Cloud Linux Security Update for sudo (ALINUX3-SA-2024:0034)

673386 EulerOS Security Update for sudo (EulerOS-SA-2024-1348)

673914 EulerOS Security Update for sudo (EulerOS-SA-2024-1251)

673968 EulerOS Security Update for sudo (EulerOS-SA-2024-1326)

674093 EulerOS Security Update for sudo (EulerOS-SA-2024-1229)

710845 Gentoo Linux sudo Memory Manipulation Vulnerability (GLSA 202401-29)

755926 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0797-1)

755927 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0796-1)

755928 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0795-1)

755929 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0794-1)

755942 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0796-2)

755943 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0795-2)

755944 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0795-2)

755945 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0795-2)

755946 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0797-2)

755947 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0794-2)

755963 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0834-1)

755970 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0877-1)

755971 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0876-1)

755981 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0890-1)

755982 SUSE Enterprise Linux Security Update for sudo (SUSE-SU-2024:0889-1)
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http://cve.report/qid/161354
http://cve.report/qid/242925
http://cve.report/qid/284921
http://cve.report/qid/285018
http://cve.report/qid/357068
http://cve.report/qid/357085
http://cve.report/qid/357113
http://cve.report/qid/379648
http://cve.report/qid/673386
http://cve.report/qid/673914
http://cve.report/qid/673968
http://cve.report/qid/674093
http://cve.report/qid/710845
http://cve.report/qid/755926
http://cve.report/qid/755927
http://cve.report/qid/755928
http://cve.report/qid/755929
http://cve.report/qid/755942
http://cve.report/qid/755943
http://cve.report/qid/755944
http://cve.report/qid/755945
http://cve.report/qid/755946
http://cve.report/qid/755947
http://cve.report/qid/755963
http://cve.report/qid/755970
http://cve.report/qid/755971
http://cve.report/qid/755981
http://cve.report/qid/755982

Ju/s3/ Lommon Base Linux viariner (UBL-iviariner) Security upaate 10r suao (szz2£7-1)

941577 AlmaLinux Security Update for sudo (ALSA-2024:0811)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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