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CVE CVE-2023-42503
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-14 08:15:00 UTC

Updated 2023-10-20 15:15:00 UTC

Description Improper Input Validation, Uncontrolled Resource Consumption vulnerability in Apache Commons Compress in TAR parsin
K1 i

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Commons Compress All All All All
Reference Source Link
CVE-2023-42503 Apache Commons Compress Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp.co
lists.apache.org/thread/5xwcyr600mn074vgxq92tjssrchmc93c MISC lists.apache.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

L] e

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

150788 Oracle WebLogic Server Multiple Vulnerabilities (CPUJAN2024)
87550 Oracle WebLogic Server Multiple Vulnerabilities (CPUJAN2024)

995279 Java (Maven) Security Update for org.apache.commons:commons-compress (GHSA-cgwf-w829-5jrr)
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