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Summary

CVE CVE-2023-42769

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-26 17:15:00 UTC

Updated 2023-11-07 18:40:00 UTC

Description The cookie session ID is of insufficient length and can be exploited by brute force, which may allow a remote attacker to obtain a valid 

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sielco Analog Fm Transmitter Exc1000gt 1.6.3 All All All

Operating System Sielco Analog Fm Transmitter Exc1000gt Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc1000gx 2.08 All All All

Operating System Sielco Analog Fm Transmitter Exc1000gx Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc100gt 1.7.4 All All All

Operating System Sielco Analog Fm Transmitter Exc100gt Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc120gt 1.5.4 All All All

Operating System Sielco Analog Fm Transmitter Exc120gt Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc120gx 2.12 All All All

Operating System Sielco Analog Fm Transmitter Exc120gx Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc1600gx 2.08 All All All

Hardware Sielco Analog Fm Transmitter Exc1600gx 2.10 All All All

Operating System Sielco Analog Fm Transmitter Exc1600gx Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc2000gx 2.10 All All All

Operating System Sielco Analog Fm Transmitter Exc2000gx Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc3000gx 2.07 All All All

Operating System Sielco Analog Fm Transmitter Exc3000gx Firmware - All All All
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Operating System Sielco Analog Fm Transmitter Exc3000gx Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc300gt 1.7.4 All All All

Operating System Sielco Analog Fm Transmitter Exc300gt Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc300gx 2.11 All All All

Operating System Sielco Analog Fm Transmitter Exc300gx Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc30gt 1.7.7 All All All

Operating System Sielco Analog Fm Transmitter Exc30gt Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc5000gt 1.7.4 All All All

Operating System Sielco Analog Fm Transmitter Exc5000gt Firmware - All All All

Hardware Sielco Analog Fm Transmitter Exc5000gx 2.06 All All All

Hardware Sielco Analog Fm Transmitter Exc5000gx 2.12 All All All

Operating System Sielco Analog Fm Transmitter Exc5000gx Firmware - All All All

Hardware Sielco Radio Link Exc19 1.55 All All All

Hardware Sielco Radio Link Exc19 2.00 All All All

Operating System Sielco Radio Link Exc19 Firmware - All All All

Hardware Sielco Radio Link Rtx19 1.59 All All All

Hardware Sielco Radio Link Rtx19 1.60 All All All

Hardware Sielco Radio Link Rtx19 2.05 All All All

Hardware Sielco Radio Link Rtx19 2.06 All All All

Operating System Sielco Radio Link Rtx19 Firmware - All All All

References

Reference Source Link Tags

Sielco | Contatti MISC www.sielco.org

Sielco Radio Link and Analog FM Transmitters | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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