CVE-2023-42794

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2023-42794
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-10 18:15:00 UTC
Updated 2023-10-16 14:00:00 UTC
Description Incomplete Cleanup vulnerability in Apache Tomcat. The internal fork of Commons FileUpload packaged with Apache Tom:
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Risk And Classification

Problem Types: CWE-459

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat All All All All

Reference Source Link

lists.apache.org/thread/vvbr2ms7lockj1hlhz5g3wmxb2mwcw82 MISC lists.ap:

oss-security - CVE-2023-42794: Apache Tomcat: FileUpload: DoS due to accumulation of temporary files on Windows MISC WWW.Of

CVE Program record CVE.ORG www.cv

NVD vulnerability detail NVD nvd.nist
L] S|

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

150729 Apache Tomcat Denial of Service (DoS) Vulnerability (CVE-2023-42794)
161276 Oracle Enterprise Linux Security Update for tomcat (ELSA-2024-0125)
161315 Oracle Enterprise Linux Security Update for tomcat (ELSA-2024-0474)

20399 Oracle Database 19c Critical OJVM Patch Update - January 2024



https://cve.report/
https://cve.report/CVE-2023-42794/mitre
https://cve.report/CVE-2023-42794/nist
https://cve.report/CVE-2023-42794/cve_org
https://cve.report/CVE-2023-42794.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
https://lists.apache.org/thread/vvbr2ms7lockj1hlhz5q3wmxb2mwcw82
http://www.openwall.com/lists/oss-security/2023/10/10/8
https://www.cve.org/CVERecord?id=CVE-2023-42794
https://nvd.nist.gov/vuln/detail/CVE-2023-42794
http://cve.report/qid/150729
http://cve.report/qid/161276
http://cve.report/qid/161315
http://cve.report/qid/20399

20400 Oracle Database 19c Critical Patch Update - January 2024

20401 Oracle Database 21c Critical Patch Update - January 2024

242835 Red Hat Update for tomcat (RHSA-2024:0474)

242881 Red Hat Update for tomcat (RHSA-2024:0125)

296106 Oracle Solaris 11.4 Support Repository Update (SRU) 64.157.2 Missing (CPUOCT2023)

730934 Apache Tomcat Denial of Service Vulnerability (CVE-2023-42794)

730936 Apache Tomcat Denial of Service Vulnerability (CVE-2023-42794)

730978 Atlassian Confluence Data Center and Server Denial of Service (DoS) Vulnerability (CONFSERVER-93164)

755749 SUSE Enterprise Linux Security Update for tomcat (SUSE-SU-2024:0472-1)

941533 AlmalLinux Security Update for tomcat (ALSA-2024:0125)

941551 AlmalLinux Security Update for tomcat (ALSA-2024:0474)

995549 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-jm7m-8jh6-29hp)
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