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Summary

CVE CVE-2023-42805

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-21 17:15:00 UTC

Updated 2023-09-25 16:32:00 UTC

Description quinn-proto is a state machine for the QUIC transport protocol. Prior to versions 0.9.5 and 0.10.5, receiving unknown QUIC frames in a QUIC packet could result in a panic. The problem has been fixed in 0.9.5 and 0.10.5 maintenance releases.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Quinn Project Quinn All All All All

References

Reference Source Link Tags

Backport #1667 to 0.9.x by djc · Pull Request #1668 · quinn-rs/quinn · GitHub MISC github.com

More principled error handling for invalid frames by djc · Pull Request #1667 · quinn-rs/quinn · GitHub MISC github.com

Denial of Service issue in quinn-proto · Advisory · quinn-rs/quinn · GitHub MISC github.com

Backport #1667 to 0.10.x by djc · Pull Request #1669 · quinn-rs/quinn · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995364 Rust (Rust) Security Update for quinn-proto (GHSA-q8wc-j5m9-27w3)
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