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Summary

CVE CVE-2023-43118

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-16 20:15:00 UTC

Updated 2023-10-27 16:25:00 UTC

Description Cross Site Request Forgery (CSRF) vulnerability in Chalet application in Extreme Networks Switch Engine (EXOS) before 32.5.1.5, fixed in 31.7.2 and 32.5.1.5 allows attackers to run arbitrary code and cause other unspecified impacts via /jsonrpc API.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Extremenetworks Exos All All All All

References

Reference Source Link

Security Advisory: SA-2023-104 - Chalet cross-site request forgery (CVE-2023-43118) | Extreme Portal MISC extreme-networks.my.site.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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