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Summary

CVE CVE-2023-43125

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-27 16:21:00 UTC

Updated 2023-10-02 17:02:00 UTC

Description BIG-IP APM clients may send IP traffic outside of the VPN tunnel.  Note: Software versions which have reached End of Technical Support (EoTS) are not evaluated

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager 13.1.5.1 All All All

Application F5 Big-ip Access Policy Manager 17.1.0 All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager Client All All All All

References

Reference Source Link Tags

myF5 MISC my.f5.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

379280 F5 BIG-IP Access Policy Manager (APM) Clients TunnelCrack Vulnerability (K000136909, K000136907)
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