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CVE CVE-2023-43361
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-02 21:15:00 UTC
Updated 2024-01-27 03:15:00 UTC
Description Buffer Overflow vulnerability in Vorbis-tools v.1.4.2 allows a local attacker to execute arbitrary code and cause a denial of s

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Xiph Vorbis-tools 1.4.2 All All All

Reference Source Link

[SECURITY] Fedora 39 Update: vorbis-tools-1.4.2-10.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
GitHub - xiph/vorbis-tools: Command-line tools for creating and playing Ogg Vorbis files. MISC github.com
[SECURITY] Fedora 38 Update: vorbis-tools-1.4.2-9.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
GitHub - xiph/vorbis: Reference implementation of the Ogg Vorbis audio format. MISC github.com
Heap-buffer-overflow on vorbis-tools/oggenc - Issue #41 - xiph/vorbis-tools - GitHub MISC github.com

Xiph.org MISC xiph.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284887 Fedora Security Update for vorbis (FEDORA-2024-5f8da7c1f1)
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285030 Fedora Security Update for vorbis (FEDORA-2024-faff3dd9d6)

356615 Amazon Linux Security Advisory for vorbis-tools : ALAS2023-2023-414

503470 Alpine Linux Security Update for vorbis-tools

506265 Alpine Linux Security Update for vorbis-tools

691347 Free Berkeley Software Distribution (FreeBSD) Security Update for vorbistools (a1a1f81c-7¢13-11ee-bcf1-f8b156b6dcc8)
755170 SUSE Enterprise Linux Security Update for vorbis-tools (SUSE-SU-2023:4218-1)

755185 SUSE Enterprise Linux Security Update for vorbis-tools (SUSE-SU-2023:4251-1)
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