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Summary

CVE CVE-2023-43492

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-19 20:15:00 UTC

Updated 2023-10-30 14:33:00 UTC

Description In Weintek's cMT3000 HMI Web CGI device, the cgi-bin codesys.cgi contains a stack-based buffer overflow, which could allow an anonymous attacker to hijack control flow and bypass login authentication.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Weintek Cmt-fhd - All All All

Operating System Weintek Cmt-fhd Firmware All All All All

Hardware Weintek Cmt-hdm - All All All

Operating System Weintek Cmt-hdm Firmware All All All All

Hardware Weintek Cmt3071 - All All All

Operating System Weintek Cmt3071 Firmware All All All All

Hardware Weintek Cmt3072 - All All All

Operating System Weintek Cmt3072 Firmware All All All All

Hardware Weintek Cmt3090 - All All All

Operating System Weintek Cmt3090 Firmware All All All All

Hardware Weintek Cmt3103 - All All All

Operating System Weintek Cmt3103 Firmware All All All All

Hardware Weintek Cmt3151 - All All All

Operating System Weintek Cmt3151 Firmware All All All All
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Weintek cMT3000 HMI Web CGI | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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