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Summary

CVE CVE-2023-43494

State PUBLIC

Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-20 17:15:00 UTC

Updated 2023-09-25 13:43:00 UTC

Description Jenkins 2.50 through 2.423 (both inclusive), LTS 2.60.1 through 2.414.1 (both inclusive) does not exclude sensitive build variables (e.g., password parameter values) from the search in the build history widget, allowing attackers with Item/Read permission to obtain values of sensitive variables used in builds by iteratively testing different characters until the correct sequence is discovered.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

References

Reference Source Link Tags

oss-security - Multiple vulnerabilities in Jenkins and Jenkins plugins MISC www.openwall.com

Jenkins Security Advisory 2023-09-20 MISC www.jenkins.io

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

691306 Free Berkeley Software Distribution (FreeBSD) Security Update for jenkins (402fccd0-5b6d-11ee-9898-00e081b7aa2d)

730932 Jenkins Multiple Security Vulnerabilities (Jenkins Security Advisory 2023-09-20)

995341 Java (Maven) Security Update for org.jenkins-ci.main:jenkins-core (GHSA-279f-qwgh-h5mp)
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