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Summary

CVE CVE-2023-43610

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-27 15:19:00 UTC

Updated 2023-09-27 21:07:00 UTC

Description SQL injection vulnerability in Order Data Edit page of Welcart e-Commerce versions 2.7 to 2.8.21 allows a user with editor (without setting authority) or higher privilege to perform unintended database operations.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Collne Welcart E-commerce All All All All

References

Reference Source Link

Welcart 2.8.22 をリリースしました | 【公式】Welcart |SEOに強い！初めてでも安心の無料ネットショップ作成ツール MISC www.welcart.com

JVN#97197972: Multiple vulnerabilities in WordPress plugin "Welcart e-Commerce" MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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