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Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application
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Vendor Product Version Update Edition Language
Apple Macos - All All All
F5 Big-ip Access Policy Manager All All All All
F5 Big-ip Access Policy Manager All All All All
F5 Big-ip Access Policy Manager All All All All
F5 Big-ip Advanced Firewall Manager All All All All
F5 Big-ip Advanced Firewall Manager All All All All
F5 Big-ip Advanced Firewall Manager All All All All
F5 Big-ip Advanced Web Application Firewall All All All All
F5 Big-ip Advanced Web Application Firewall All All All All
F5 Big-ip Advanced Web Application Firewall All All All All
F5 Big-ip Analytics All All All All
F5 Big-ip Analytics All All All All
F5 Big-ip Analytics All All All All
F5 Big-ip Application Acceleration Manager All All All All
F5 Big-ip Application Acceleration Manager All All All All
F5 Big-ip Application Acceleration Manager All All All All
F5 Big-ip Application Security Manager All All All All
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Big-ip Carrier-grade Nat
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Application F5 Big-ip Webaccelerator All All All All
Application F5 Big-ip Webaccelerator All All All All
Application F5 Big-ip Webaccelerator All All All All
Application F5 Big-ip Websafe All All All All
Application F5 Big-ip Websafe All All All All
Application F5 Big-ip Websafe All All All All
Reference Source Link Tags

myF5 MISC my.f5.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

379283 F5 BIG-IP Access Policy Manager (APM) Local Privilege Escalation Vulnerability CVE-2023-43611 (K000136185)
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