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Summary

CVE CVE-2023-43643

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-09 14:15:00 UTC

Updated 2023-10-13 17:35:00 UTC

Description AntiSamy is a library for performing fast, configurable cleansing of HTML coming from untrusted sources. Prior to version 1.7.4, there is a potential for a mutation XSS (mXSS) vulnerability in AntiSamy caused by flawed parsing of the HTML being sanitized. To be subject to this vulnerability the `preserveComments` directive must be enabled in your policy file and also allow for certain tags at the same time. As a result, certain crafty inputs can result in elements in comment tags being interpreted as executable when using AntiSamy's sanitized output. This issue has been patched in AntiSamy 1.7.4 and later.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Antisamy Project Antisamy All All All All

References

Reference Source Link Tags

Release Release version 1.7.4 · nahsra/antisamy · GitHub MISC github.com

mXSS when preserving comments · Advisory · nahsra/antisamy · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150788 Oracle WebLogic Server Multiple Vulnerabilities (CPUJAN2024)

87550 Oracle WebLogic Server Multiple Vulnerabilities (CPUJAN2024)

995547 Java (Maven) Security Update for org.owasp.antisamy:antisamy (GHSA-pcf2-gh6g-h5r2)
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