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CVE CVE-2023-43654
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-28 23:15:00 UTC
Updated 2023-10-31 18:35:00 UTC
Description TorchServe is a tool for serving and scaling PyTorch models in production. TorchServe default configuration lacks proper in

/ ]
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Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Pytorch Torchserve All All All All

Reference Source L
PyTorch Model Server Registration / Deserialization Remote Code Execution =~ Packet Storm MISC £
Release TorchServe v0.8.2 Release Notes - pytorch/serve - GitHub MISC o
TorchServe SSRF - Advisory - pytorch/serve - GitHub MISC o
Issue warning about allowed_urls when default value is used by namannandan - Pull Request #2534 - pytorch/serve - GitHub  MISC o
CVE Program record CVE.ORG v
NVD vulnerability detail NVD n
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995497 Python (Pip) Security Update for torchserve (GHSA-8fxr-qfr9-p34w)
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