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Summary

CVE CVE-2023-43757

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-16 07:15:00 UTC

Updated 2023-12-01 18:45:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Elecom Lan-w300n/p - All All All

Operating System Elecom Lan-w300n/p Firmware - All All All

Hardware Elecom Lan-w300n/rs - All All All

Operating System Elecom Lan-w300n/rs Firmware - All All All

Hardware Elecom Lan-w301nr - All All All

Operating System Elecom Lan-w301nr Firmware - All All All

Hardware Elecom Lan-wh300ndgpe - All All All

Operating System Elecom Lan-wh300ndgpe Firmware - All All All

Hardware Elecom Lan-wh300n/dgp - All All All

Operating System Elecom Lan-wh300n/dgp Firmware - All All All

Hardware Elecom Wrc-1167ghbk - All All All

Hardware Elecom Wrc-1167ghbk2 - All All All

Operating System Elecom Wrc-1167ghbk2 Firmware - All All All

Operating System Elecom Wrc-1167ghbk Firmware - All All All

Hardware Elecom Wrc-1750ghbk - All All All

Hardware Elecom Wrc-1750ghbk-e - All All All

Operating System Elecom Wrc-1750ghbk-e Firmware - All All All
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Operating System Elecom Wrc-1750ghbk-e Firmware - All All All

Hardware Elecom Wrc-1750ghbk2-i - All All All

Operating System Elecom Wrc-1750ghbk2-i Firmware - All All All

Operating System Elecom Wrc-1750ghbk Firmware - All All All

Hardware Elecom Wrc-2533ghbk-i - All All All

Operating System Elecom Wrc-2533ghbk-i Firmware - All All All

Hardware Elecom Wrc-2533ghbk2-t - All All All

Operating System Elecom Wrc-2533ghbk2-t Firmware - All All All

Hardware Elecom Wrc-300febk - All All All

Operating System Elecom Wrc-300febk Firmware - All All All

Hardware Elecom Wrc-300ghbk - All All All

Hardware Elecom Wrc-300ghbk2-i - All All All

Operating System Elecom Wrc-300ghbk2-i Firmware - All All All

Operating System Elecom Wrc-300ghbk Firmware - All All All

Hardware Elecom Wrc-733febk - All All All

Operating System Elecom Wrc-733febk Firmware - All All All

Hardware Elecom Wrc-733ghbk - All All All

Hardware Elecom Wrc-733ghbk-c - All All All

Operating System Elecom Wrc-733ghbk-c Firmware - All All All

Hardware Elecom Wrc-733ghbk-i - All All All

Operating System Elecom Wrc-733ghbk-i Firmware - All All All

Operating System Elecom Wrc-733ghbk Firmware - All All All

Hardware Elecom Wrc-f1167acf - All All All

Operating System Elecom Wrc-f1167acf Firmware - All All All

Hardware Elecom Wrc-f300nf - All All All

Operating System Elecom Wrc-f300nf Firmware - All All All

Hardware Elecom Wrh-150bk - All All All

Operating System Elecom Wrh-150bk Firmware - All All All

Hardware Elecom Wrh-150wh - All All All

Operating System Elecom Wrh-150wh Firmware - All All All

Hardware Elecom Wrh-300bk - All All All

Hardware Elecom Wrh-300bk-s - All All All

Operating System Elecom Wrh-300bk-s Firmware - All All All

Hardware Elecom Wrh-300bk2-s - All All All

Operating System Elecom Wrh-300bk2-s Firmware - All All All

Operating System Elecom Wrh-300bk Firmware - All All All
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Hardware Elecom Wrh-300rd - All All All

Operating System Elecom Wrh-300rd Firmware - All All All

Hardware Elecom Wrh-300sv - All All All

Operating System Elecom Wrh-300sv Firmware - All All All

Hardware Elecom Wrh-300wh - All All All

Hardware Elecom Wrh-300wh-h - All All All

Operating System Elecom Wrh-300wh-h Firmware - All All All

Hardware Elecom Wrh-300wh-s - All All All

Operating System Elecom Wrh-300wh-s Firmware - All All All

Hardware Elecom Wrh-300wh2-s - All All All

Operating System Elecom Wrh-300wh2-s Firmware - All All All

Operating System Elecom Wrh-300wh Firmware - All All All

Hardware Elecom Wrh-h300bk - All All All

Operating System Elecom Wrh-h300bk Firmware - All All All

Hardware Elecom Wrh-h300wh - All All All

Operating System Elecom Wrh-h300wh Firmware - All All All

References

Reference Source

jvn.jp/en/vu/JVNVU94119876

無線LANルーター・中継器のセキュリティ向上のための ファームウェアアップデート・対策実施のお願い | エレコム株式会社 ELECOM

www.elecom.co.jp/news/security/20230810-01

www.elecom.co.jp/news/security/20210706-01

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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