
CVE-2023-43783
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2023-43783

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-22 06:15:00 UTC

Updated 2023-10-26 17:59:00 UTC

Description Cadence through 0.9.2 2023-08-21 uses an Insecure /tmp/cadence-wineasio.reg Temporary File. The filename is used even if it has been created by a local adversary before Cadence started. The adversary can leverage this to create or overwrite files via a symlink attack. In some kernel configurations, code injection into the Wine registry is possible.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Falktx Cadence All All All All

References

Reference Source Link

GitHub - falkTX/Cadence: Collection of tools useful for audio production MISC github.com

1213985 – VUL-0: Cadence: Use of Fixed Temporary File Path in /tmp/cadence-wineasio.reg MISC bugzilla.suse.com

oss-security - Cadence: Fixed /tmp path issues; no longer maintained by upstream (CVE-2023-43782, CVE-2023-43783) MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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