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A use-after-free flaw was found in vmxnet3_rq_alloc_rx_buf in drivers/net/vmxnet3/vmxnet3_drv.c in VMware's vmxnet3 ett
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Linux Linux Kernel All All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 8.0 All All All
Redhat Enterprise Linux 9.0 All All All

References

Reference Source Link

net: vmxnet3: fix possible use-after-free bugs in vmxnet3_rq_alloc_rx... - torvalds/linux@9e7fef9 - GitHub MISC github.com
2219270 — (CVE-2023-4387) CVE-2023-4387 kernel: vmxnet3: use-after-free in vmxnet3_rqg_alloc_rx_buf() MISC bugzilla.redhat.cor
cve-details MISC access.redhat.comr
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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160949 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2023-12842)

199765 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6388-1)

379435 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2024:0012)

390290 Oracle Managed Virtualization (VM) Server for x86 Security Update for kernel (OVMSA-2023-0023)

673449 EulerOS Security Update for kernel (EulerOS-SA-2023-2898)

673484 EulerOS Security Update for kernel (EulerOS-SA-2023-3033)

673563 EulerOS Security Update for kernel (EulerOS-SA-2024-1144)

673732 EulerOS Security Update for kernel (EulerOS-SA-2023-3010)

673848 EulerOS Security Update for kernel (EulerOS-SA-2023-3217)

673970 EulerOS Security Update for kernel (EulerOS-SA-2023-2879)

754832 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3600-1)

754833 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3599-1)

754855 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3656-1)

754863 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3680-1)

754866 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3684-1)

754867 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3683-1)

754868 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3682-1)

754869 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3681-1)

754876 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3687-1)

754883 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3705-1)

754884 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3704-1)

754899 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3599-2)

754900 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3600-2)

754901 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3704-2)

754903 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3683-2)

755026 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3964-1)

755037 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3971-1)

755038 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3969-1)

—EEAAA ALIAE = S T e T 1/ i iAliArE ALl AAAA AAAA )


http://cve.report/qid/160949
http://cve.report/qid/199765
http://cve.report/qid/379435
http://cve.report/qid/390290
http://cve.report/qid/673449
http://cve.report/qid/673484
http://cve.report/qid/673563
http://cve.report/qid/673732
http://cve.report/qid/673848
http://cve.report/qid/673970
http://cve.report/qid/754832
http://cve.report/qid/754833
http://cve.report/qid/754855
http://cve.report/qid/754863
http://cve.report/qid/754866
http://cve.report/qid/754867
http://cve.report/qid/754868
http://cve.report/qid/754869
http://cve.report/qid/754876
http://cve.report/qid/754883
http://cve.report/qid/754884
http://cve.report/qid/754899
http://cve.report/qid/754900
http://cve.report/qid/754901
http://cve.report/qid/754903
http://cve.report/qid/755026
http://cve.report/qid/755037
http://cve.report/qid/755038

l /00U435 SUDSE ENTerprise LInuxX Security updaate 10r tne LInuX Kernel (SUSE-SU-ZUZ3:3988- 1)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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