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Summary

CVE CVE-2023-43907

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-01 01:15:00 UTC

Updated 2023-11-14 03:15:00 UTC

Description OptiPNG v0.7.7 was discovered to contain a global buffer overflow via the 'buffer' variable at gifread.c.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Optipng Project Optipng 0.7.7 All All All

References

Reference Source Link Tags

OptiPNG Home Page MISC optipng.sourceforge.net

[SECURITY] Fedora 39 Update: optipng-0.7.8-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Global-buffer-overflow on optipng MISC github.com

Just a moment... MISC sourceforge.net

[SECURITY] Fedora 38 Update: optipng-0.7.8-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 37 Update: optipng-0.7.8-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284731 Fedora Security Update for optipng (FEDORA-2023-ae05c3bca8)

https://cve.report/
https://cve.report/CVE-2023-43907/mitre
https://cve.report/CVE-2023-43907/nist
https://cve.report/CVE-2023-43907/cve_org
https://cve.report/api/cve/CVE-2023-43907.json
https://cve.report/CVE-2023-43907.pdf
http://cve.report/vendor/optipng_project
http://cve.report/software/optipng_project/optipng
http://optipng.sourceforge.net/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VAB22JXDE7O27DYARZXC7PFUETM5OOT5/
https://github.com/Frank-Z7/z-vulnerabilitys/blob/main/optipng-global-buffer-overflow1/optipng-global-buffer-overflow1.md
https://sourceforge.net/projects/optipng/files/OptiPNG/optipng-0.7.7/optipng-0.7.7.tar.gz/download?use_mirror=udomain&download=
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/RCG5CMDT37WCZGAWQNOIPVP4VHGCPUU3/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/IBHVG5LDE2K3FZSIK4XFXOUXSE7NZ5JH/
https://www.cve.org/CVERecord?id=CVE-2023-43907
https://nvd.nist.gov/vuln/detail/CVE-2023-43907
http://cve.report/qid/284731
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CVE.report and Source URL Uptime Status status.cve.report

284732 Fedora Security Update for optipng (FEDORA-2023-f3389245ce)

285155 Fedora Security Update for optipng (FEDORA-2023-125037736c)

503478 Alpine Linux Security Update for optipng

506149 Alpine Linux Security Update for optipng

691346 Free Berkeley Software Distribution (FreeBSD) Security Update for pptipng (fe7ac70a-792b-11ee-bf9a-a04a5edf46d9)
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