CVE-2023-44188

Published on: Not Yet Published
Last Modified on: 10/19/2023 04:18:00 PM UTC

CVE-2023-44188 - advisory for JSA73152

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssamvancherLansueninas  Gertain versions of Junos from Juniper contain the foIIowing
' vulnerability:

A Time-of-check Time-of-use (TOCTOU) Race Condition vulnerability
in telemetry processing of Juniper Networks Junos OS allows a
network-based authenticated attacker to flood the system with multiple
telemetry requests, causing the Junos Kernel Debugging Streaming
Daemon (jkdsd) process to crash, leading to a Denial of Service (DoS).
Continued receipt and processing of telemetry requests will repeatedly crash the jkdsd
process and sustain the Denial of Service (DoS) condition. This issue is seen on all Junos
platforms. The crash is triggered when multiple telemetry requests come from different
collectors. As the load increases, the Dynamic Rendering Daemon (drend) decides to defer
processing and continue later, which results in a timing issue accessing stale memory,
causing the jkdsd process to crash and restart. This issue affects: Juniper Networks Junos
OS: * 20.4 versions prior to 20.4R3-S9; * 21.1 versions 21.1R1 and later; * 21.2 versions prior
to 21.2R3-S6; * 21.3 versions prior to 21.3R3-S5; * 21.4 versions prior to 21.4R3-S5; * 22.1
versions prior to 22.1R3-S4; * 22.2 versions prior to 22.2R3-S2; * 22.3 versions prior to
22.3R2-S1, 22.3R3-S1; * 22.4 versions prior to 22.4R2-S2, 22.4R3; * 23.1 versions prior to
23.1R2; * 23.2 versions prior to 23.2R2. This issue does not affect Juniper Networks Junos
OS versions prior to 19.4R1.

CVE-2023-44188 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as severity.

Juniper SIRT is not aware of any malicious exploitation of this vulnerability.

Affected Vendor/Software: JJ Juniper Networks - Junos OS version not down converted

Vulnerability Patch/Work Around

There are no known workarounds for this issue.

Attack Attack Privileges User


https://cve.report/
https://cve.report/CVE-2023-44188/mitre
https://cve.report/CVE-2023-44188/nist
https://cve.report/CVE-2023-44188/cve_org
https://cve.report/CVE-2023-44188.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper

Vector Complexity Required Interaction

HiGH, [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH |
CVE References

Description Tags Link
CEC Juniper Community & MISC supportportal.juniper.net/JSA73152

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos All All All All
System

Operating Juniper Junos 20.4 - All All
System

Operating Juniper Junos 20.4 r1 All All
System

Operating Juniper Junos 20.4 r1-s1 All All
System

Operating Juniper Junos 20.4 r2 All All
System

Operating Juniper Junos 20.4 r2-s1 All All
System

Operating Juniper Junos 20.4 r2-s2 All All
System

Operating Juniper Junos 20.4 r3 All All
System

Operating Juniper Junos 20.4 r3-s1 All All
System

Operating Juniper Junos 20.4 r3-s2 All All
System

Operating Juniper Junos 20.4 r3-s3 All All
System

Operating Juniper Junos 20.4 r3-s4 All All
System

NnAratinA liininAr liinAe N A R R Al All
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dkkakkakak.

cpe:2.3:0:juniper:junos:20.4:r3-s8:*:* """

e ek kLK LK Lk,

cpe:2.3:0:juniper:junos:21.1:-

cpe:2.3:0:juniper:junos:21.1:r

cpe:2.3:0:juniper:junos:21.1:r1-s1: "

cpe:2.3:0:juniper:junos:21.1:r2:* "

cpe:2.3:0:juniper:junos:21.1:r2-s1:*:*:**:*:*:

cpe:2.3:0:juniper:junos:21.1:r2-s2:*:*:*:*:*:*:

cpe:2.3:0:juniper:junos:21.1:r3:

cpe:2.3:0:juniper:junos:21.1:r3-s1: "

cpe:2.3:0:juniper:junos:21.1:r3-s2: "

cpe:2.3:0:juniper:junos:21.1:r3-s3: "

cpe:2.3:0:juniper:junos:21.1:r3-s4:***

cpe:2.3:0:juniper:junos:21.1:r3-s5:** " *:*:

e ek kKoK kK,

cpe:2.3:0:juniper:;junos:21.2:-*

KKk kR k.

cpe:2.3:0:juniper:junos:21.2:r1

LRk kR akuk,

cpe:2.3:0:juniper:junos:21.2:r1-s1:****

KKk kR k.

cpe:2.3:0:juniper:;junos:21.2:r2:*:*:*

LRk kR ok ak,

cpe:2.3:0:juniper:junos:21.2:r2-s1 ™

Lk Kk Lk kak,

cpe:2.3:0:juniper:junos:21.2:r2-s2:*:**:* 1 :*:

Kk kKR uk.

cpe:2.3:0:juniper:junos:21.2:r3:*:*:**:*:*:

dkakakak Rk,

cpe:2.3:0:juniper:junos:21.2:r3-s2:**:* " 1

LAA ottt A4 A A A



dkkakakakak.

cpe:2.3:0:juniper:junos:21.3:r1-s2:*:* """

akLk koK Lkk.

cpe:2.3:0:juniper:junos:21.3:r2: "

dkkakkkak.

cpe:2.3:0:juniper:junos:21.3:r2-s1 "

dkkak Lk kuk.

cpe:2.3:0:juniper:junos:21.3:r2-s2:*:*:**:*:*:

dkak Lk kkuk.

cpe:2.3:0:juniper:junos:21.3:r3-s3:*:** " *:

dkak Lk k Lk uk.

cpe:2.3:0:juniper:junos:21.3:r3-s4:*:***:*:*:

e ek kKoK kLK,

cpe:2.3:0:juniper:junos:21.4:-

kR koK ukuk.

cpe:2.3:0:juniper:junos:21.4:r1 **xx*:

Lkakukkukuk.

cpe:2.3:0:juniper:junos:21.4:r1-s2:*: ™

Kakuk kLR k.

cpe:2.3:0:juniper:;junos:21.4:r2:**:*

Lk Lk ak kR k.

cpe:2.3:0:juniper:junos:21.4:r3-s1:****

dkak kR ok ak,

cpe:2.3:0:juniper:junos:21.4:r3-s2:*** " *:*:

kK kR akak,

cpe:2.3:0:juniper:junos:21.4:r3-s3:*** " *:*:

dkakakakakak,

cpe:2.3:0:juniper:junos:21.4:r3-s4:*:***":*:



cpe:2.3:0:juniper:junos:22.1:r1-s2:**: " *:*:

cpe:2.3:0:juniper:junos:22.1:r2:*:***:

cpe:2.3:0:juniper:junos:22.1:r2-s1:* "

cpe:2.3:0:juniper:junos:22.1:r2-s2:*:*: " *:*:

cpe:2.3:0:juniper:junos:22.1:r3:

cpe:2.3:0:juniper:junos:22.1:r3-s1:* "

cpe:2.3:0:juniper:junos:22.1:r3-s2::*:*:*:*:*:

cpe:2.3:0:juniper:junos:22.1:r3-s3:*:* """

akk Lk akukuk.

cpe:2.3:0:juniper:junos:22.2:r1

dkkakkukuk.

cpe:2.3:0:juniper:junos:22.2:r1-s1 ">

akakkakukk.

cpe:2.3:0:juniper:junos:22.2:r2:******:

dkkakkukuk.

cpe:2.3:0:juniper:junos:22.2:r2-s1: "

dkakkkkuk.

cpe:2.3:0:juniper:junos:22.2:r2-s2:*:* "

KRk okLkuk.

cpe:2.3:0:juniper:junos:22.2:r3:

KKk okukuk.

cpe:2.3:0:juniper:junos:22.3:r1 ***

dkak kR kuk.

cpe:2.3:0:juniper:junos:22.3:r1-s1:** "

LRk kR kuk.

cpe:2.3:0:juniper:junos:22.3:r1-s2:*: "

KKk oKLk k.

cpe:2.3:0:juniper:;junos:22.3:r2:*:*:*

Lk Lk akakakak.

cpe:2.3:0:juniper:junos:22.4:r1-s2:*** "

Kk kKR k.

cpe:2.3:0:juniper;junos:22.4:r2:*:*:* *



No vendor comments have been submitted for this CVE
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