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Summary

CVE CVE-2023-44249

State PUBLIC

Assigner psirt@fortinet.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-10 17:15:00 UTC

Updated 2023-11-07 04:21:00 UTC

Description An authorization bypass through user-controlled key [CWE-639] vulnerability in Fortinet FortiManager version 7.4.0 and before 7.2.3 and FortiAnalyzer version 7.4.0 and before 7.2.3 allows a remote attacker with low privileges to read sensitive information via crafted HTTP requests.

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fortinet Fortianalyzer 7.4.0 All All All

Application Fortinet Fortianalyzer All All All All

Application Fortinet Fortianalyzer All All All All

Application Fortinet Fortianalyzer All All All All

Application Fortinet Fortianalyzer All All All All

Application Fortinet Fortimanager 7.4.0 All All All

Application Fortinet Fortimanager All All All All

Application Fortinet Fortimanager All All All All

Application Fortinet Fortimanager All All All All

Application Fortinet Fortimanager All All All All
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No vendor comments have been submitted for this CVE.
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