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CVE CVE-2023-44311
State PUBLIC
Assigner security@liferay.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-17 10:15:00 UTC
Updated 2023-10-24 17:52:00 UTC
Description Multiple reflected cross-site scripting (XSS) vulnerabilities in the Plugin for OAuth 2.0 module's OAuth2ProviderApplicationF

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Liferay Digital Experience Platform 7.4 update41 All All
Application Liferay Digital Experience Platform 7.4 update48 All All
Application Liferay Digital Experience Platform 7.4 update50 All All
Application Liferay Digital Experience Platform 7.4 update52 All All
Application Liferay Digital Experience Platform 7.4 update62 All All
Application Liferay Digital Experience Platform 7.4 update67 All All
Application Liferay Digital Experience Platform 7.4 update76 All All
Application Liferay Digital Experience Platform 7.4 update81 All All
Application Liferay Digital Experience Platform 7.4 update82 All All
Application Liferay Digital Experience Platform 7.4 update83 All All
Application Liferay Digital Experience Platform 7.4 update84 All All
Application Liferay Digital Experience Platform 7.4 update85 All All
Application Liferay Digital Experience Platform 7.4 update86 All All
Application Liferay Liferay Portal All All All All
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CVE-2023-44311 Reflected XSS with '‘code' and 'error' in OAuth2ProviderApplicationRedirect - Liferay MISC liferay.dev

CVE Program record CVE.ORG www.cve.org canonic:

NVD vulnerability detail NVD nvd.nist.gov  canonic:

L] 1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730992 Liferay Portal Reflected Cross-Site Scripting (XSS) Vulnerability
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